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1 Introduction

1.1 Purpose of document

This document aims to make explicit and to explain the review method designed within the framework of the S2C
project, more precisely in WP2 “Methods and means of implementing and maintaining system/safety consistency for
the integrated system and system levels”.

This method is based on the concept of “Consistency link” and benefits from existing work of MOISE project. The method
is assessed by a proof-of-concept (study case to apply the method and tooling to support the method) so as to
experiment, improve and finally validate the method.

Section 2 presents the problematic and gives our working assumptions. Sections 3 explains the proposed method, gives
guidelines to apply it and toy examples to illustrate it. Section 4 presents the activities performed to validate the method
by applying it on a study case of size representative of a small aeronautics system, the AIDA drone, with the support of
dedicated demonstrator tool. Finally, Section 5 presents an overview of progress and future work.

1.2 Referenced documents

1.2.1  S2C reference documents

Title Reference
State of the Art of the S2C Project LIV-S085L01-001-V2, ISX-S2C-LIV-1001

Method to ensure and to maintain consistency | LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6
of systemic levels & Validation report
MBSE/MBSA consistency

Table 1: S2C reference documents

1.2.2  External reference documents

Title Reference
MBSE/MBSA consistency. Activity report and synthesis (BIP from MOISE LIV-S-014-S2.21-61-457-V1
project)
MOISE method for collaborative Systems Engineering in extended LIV- S -014- S$4.22-42-511-V1

enterprise (BIP from MOISE project)

Aerospace Recommended Practice - Guidelines For Development Of Civil | ARP4754A
Aircraft and Systems, Revision A, 2010

Aerospace Recommended Practice - Guidelines and Methods for ARP4761
Conducting the Safety Assessment Process on Civil Airborne Systems and
Equipment, 1996

Table 2: External reference documents
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2 Context and objectives

On the one hand, Aeronautical authorities (EASA, FAA...) define the requirements that aircraft and embedded systems
need to comply with in order to be allowed to fly. Safety teams support the related certification activities. They assess
systems conformity with high level safety requirements and make sure the system fulfills its functions with the
appropriate level of confidence.

On the other hand, system architects have to consider different points of view during systems development (e.g.
security, performance, thermal, etc.). In order to integrate constraints and requirements, they need to rely on an
efficient process. In particular, it is critical to ensure the conformity to safety requirements from the early design phases
and all along the development.

Usually, during the development of critical systems, the system definition and the corresponding safety assessments
are performed by different teams. This distribution is mainly due to the teams specialized skills, but it also allows
complying with the independency required between system architecture design and validation means. Each team works
with a representation of its own type of analysis. Furthermore, the formalism used by each domain varies regarding to
the underneath language induced by the tools they used.

Safety analyses are validated by the system design team, complying with ARP4754A recommendations. This activity is
intended to provide the necessary confidence in the system definition used to perform the architecture safety
assessment. Mostly based on reviews, this activity involves both system and safety specialists and their analysis
supports, which are the models. The system design team validates that the safety model is consistent with the system
definition.

The diversity of formats complicates the communication between teams and the safety model validation by system
engineers. For example, system description information is in textual or informal graphical form, while safety analyses
are mainly supported by fault trees or Excel files. This makes it difficult to trace the reviews exchanges and outputs and
to keep track of system modifications.

The understanding of the system by safety specialist is the core activity of the consistency. It is currently validated by a
proof-reading process of safety analyses by the system design team. In case of critical systems (DAL A and B).It is
important to note that the first consistency review is generally acceptable in term of cost and quality but the
management of different reviews throughout the development iterations is much complicated. Indeed, this process is
very time-consuming and operationally difficult as the whole review should be redone even if changes are very local.
Our proposition focus on the formalization of the SE and SA review including changes from a previous validated review.
This enables to reduce review time and improve quality of the review. The earlier Inconsistencies are discovered, the
greater the confidence in safety analysis and the better the development process is and the earlier anomalies can be
detected. Therefore, costs of late discovering of inconsistency and redesign are avoided.

This proposition is described (as it was developed in the last months) in the following within the context of preliminary
development phases and the use of MBSE and MBSA models.

2.1 Considered development phases and safety analyses

As this section is common with the Section 2.2 of LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6, text is communalized into
this last one.

Note: Section 2.2 of LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6 limits designed methods to pSSA and SSA perimeter. But
this method could be used to consistency for other assessment (contrarily to other of the work package), for example,
by making link between function in FHA with functions in SE models to ensure covering. In such case of use, only little
part of the method will be used (so there is less interest for these usage but is not null).

2.2 Considered models

As this section is common with the Section 2.4 of LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6, text is communalized into
this last one.

Note: The method could also be applied, yet untested, to two copies of an overloaded model (refer to Section 4.2.1.1
in LIV-S085L01-001-V2, ISX-S2C-LIV-1001).

This document is the property of the S2C Project Participants : IRT Saint Exupéry, IRT SystemX, IRIT, CNRS, Airbus Defence & Space, Dassault Aviation, Thales AVS, Thales SA, Liebherr, LGM, APSYS,
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2.3  Needs for a consistency review method
The needs for a consistency review method are the following:

e Formalize the consistency between SE model and SA model.

e Focus on changes either from SE or SA to make review efficient.

e Enable parallel work for SE and SA as they do not use same model (latest unofficial version for SE in edition
while last SE published version for SA works). In particular, a safety analysis takes some time to perform and
safety specialist needs a stable version of the SE model all along its analysis.

e Allow freedom to model, i.e., add minimum possible constraints on modeling formulation. All modeling
languages, in particular those that enable simulation and computation, as required in simulation have already
specific constraints.

e Ensure SE non-disturbing activity by the other domain concerns. For example, the supplementary modelisation
required by SA for dysfunctional analysis while not required by the SE model.

e Enable to preserve the independence between design and safety analysis for critical systems of DAL A and B,
as required by ARPA761.

e Ensure capitalization of review to improve quality.

3 Developed method

This section focuses on the definition of our developed consistency review method. As a method dealing with models
and changes conveys inherently a huge amount of artefacts, a “consistency management tool” is explicitly introduced
in Section 3.1.3 to support our developed method. Nevertheless, we consider in the whole Section 3 the tool without
implementation choice at this level.

Section 3.1 gives an overview of all steps of the method and 3.2 specializes it for the model elements related to
functional architecture. Sections 3.3 to 3.5 detail the three main steps of the method.

The method elements defined in this section will be illustrated and validated by application on a use case in Section 4.
More precisely, Sections 3.2 to 3.5 are illustrated in Sections 4.2 to 4.5 respectively.

Note: This document being written anteriorly to document LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6 and updated on
purpose updates, its organization differ slightly from Section 2.3 of document LIV-S085L02-007-V6, ISX-S2C-LIV-1037-
V6.and corrections to converge to rules formulated by LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6 will not be done.

Note: This document differs also because it does not trace against User’s needs Analysis (Section 3.1 of document LIV-
S085L02-007-V6, I1SX-S2C-LIV-1037-V6).

3.1 Method overview

This section gives an overview of the method and how it targets the specified needs. These elements are explained
through sequence diagrams in a top-down approach, beginning with a high-level scenario that makes explicit the
targeted consistency need and then introducing the method steps and the positioning of a consistency management
tool.

Note: as this method is based upon structural perspective, any behavioral consideration introduced in LIV-S085L02-007-
V6, I1SX-S2C-LIV-1037-V6 is not applicable to this document.

3.1.1 Targeted consistency needs and scenario

As previously introduced, safety analysis is required very early in the development and should be done at each design
step, ensuring that “unsafe” design choices are identified and mitigated as soon as possible. Consequently, the
development iterations follow some generic steps:

e Creation of a first system architecture model (based on the requirements)

e Creation of a first safety model (based on the requirements and the system architecture)

e Review to validate that system and safety models are consistent with one another

e Exploitation of safety model resulting in safety analysis, and possibly in safety requirements or
recommendations for system architecture

e When a new version of system model is published (to take into account recommendations from safety and
other trades),

o Safety model is updated
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o Consistency review is redone

In Figure 1, these steps are detailed and allocated to different actors: system architect, safety specialist and reviewers
(reviewers are the people that have built both models or other people with knowledge of the system and the models).
The system architecture definition and modeling evolves all along the development. Some versions are published and
made accessible to safety specialist (and other engineering fields too) as baselines of study. Nevertheless, the system
design continues to change. When a new version called V2 is published as a new baseline version, where changes are
linked to safety recommendations about version V1 and other sources, then the safety specialist has to carry out an
analysis to update its safety model accordingly to changes done.

The consistency review aims to validate the MBSA model with respect to the relevant published version of MBSE model
(not with the current MBSE model version). Consistency review requires to have access in reading mode to models. It
highlights some inconsistencies which require modeling work to be solved. These modeling changes shall also be
reviewed, making a loop in the scenario. When the MBSA model is fully consistent and reviewed, the MBSA specialist
computes the cutsets! and performs the safety analysis so as to give safety recommendations or requirements.

SE architect SE and SA reviewers SA specialist

Design and model
architecture

SE model V1

»
>

Loop: SA model validation

Build SA model

SA model

Validate consistency of
SA model w.r.t. SE model V1
Design and model by review Inconsistencies ~

architecture —

Approval of SA model >
Perform safety
Safety recommandations analysis
SE model V2

»
>

Loop: SA model validation Analyze changes
from SE model V1 to V2,
SA model | update SA model

Validate consistency of
SA model w.r.t. SE model V2

Design and model by review Inconsistencies N
architecture
Approval of SA model >

Perform safety
analysis (PSSA)

Safety recommandations

Figure 1: Targeted scenario: initial and following iterations

In this scenario, each step has a duration. In particular, building a MBSA model requires time to read the MBSE model,
gather other design information, in particular for behavior or physical dependencies, reconcile modeling objectives and
modeling tooling capabilities. In the same way, the activities of MBSE architect have a non-negligible duration. Because
of industrial development time constraints, performing these MBSE and MBSA activities sequentially, one after another
is not industrially possible: these activities are rather performed simultaneously.

The need of parallel working by both teams implies to work with distinct baselined versions for example: SE with its last
up to date one and safety with the previous stable one.

3.1.2  The consistency link as method basis

L A cutset is a minimal combination of basic failures resulting in a given failure condition.
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To facilitate the steps of consistency review and safety model update at each iteration, we propose a method inspired
by the model breakdown and the traceability approaches:

e To decompose the review in small reviews, following the model breakdown. Instead of reviewing the models
as a whole, we review a small number of model elements, in particular those that have changed since the
previous review.

e To define and navigate links between engineering artefacts existing independently from these artefacts and
carrying traceability properties similar to traceability links for example.

As a result, we propose to define a specific link for consistency. It relates on one side MBSE model elements and on
other side MBSA model elements. We introduce a new artefact type “Consistency Link” (CL), which means that:

“the MBSE model element(s) and the MBSA model element(s) linked together represent the same object”.

A consistency link carries the consistency validation by both reviewers of a small part of the models (linked model
elements) and thus complies with certification process. This validation is made concrete by the attributes of the CL:

e Therationale that captures the justification, the assumptions, the conditions of the consistency of linked model
elements
e The validation status whose possible values are:
o Suspect: the CL shall be validated by review. Either, the CL has never been validated or some changes
have been done since the last validation of the CL.
o Inrevision: the CL has been reviewed and considered not valid. Some work is required.
o Validated: the CL has been reviewed and validated. Since then, no changes have been done in the
linked model elements or in the CL itself.
e Validation date
e Validation authors

The lifecycle of the CL, regarding its validity status is summed up in Figure 2. During review, the state is manually
modified, whereas changes in models or CL automatically change the status to suspect.

Review
¥ (manual status change) \ h ~

/ \ \
r" \
. - . Clstatusis, '\ CLstatusis, _
—pl P - P - o ) } e

== - NZn'revision /-

P
in CL or in linked model clements
{automated status change)

Figure 2: The status of a CP and its changes

The consistency link complies with the needs for both domains to have a non-constraining relation, as mentioned in
Section 2.3. It is applicable to MBSE and MBSA models whether they are homogeneous or heterogeneous in term of
language, modeling method, edition tool and storage format.

Complying with the need to fully validate and review the MBSA model (cf Section 3.1), we choose to require that the
set of consistency links (CLset) shall cover the whole MBSA model. Also, this coverage shall be ensured without
overlapping, i.e. each object of the model for which the definition of a CL is relevant shall be covered by one and only
one CL. This full and non-overlapping coverage enables to define a formal correctness of the set of consistency links,
avoiding any confusion in consistency link interpretation. If there is an overlap (i.e., a SE function is linked to 2 CLF), we
face confusion: in which SA model elements this function is represented ?
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The scenario illustrated in Figure 1 is enriched with a tooling support necessary for consistency management that shall
enable creation, edition and storage of consistency links, resulting in Figure 3. Consistency links are edited (creation or
update) during the MBSA modeling step.
Consistency links are exploited:

e Tosupport the change analysis between MBSE models. An automatic change of status enables to highlight the
MBSE model changes

e To focus the consistency review on MBSE and MBSA model elements that have changed

e To capitalize on the hypothesis, justifications, discussions about the MBSA modelling choices

e To give the validation status of the consistency between MBSE and MBSA models, through the consistency

links status
. . Consistenc L
SE architect SE and SA reviewers Y SA specialist
management tool
SE model
freeze SE model Vn .
Compute changes
from SE model Vn-1 to Vn
Changes in SE model _
Loop: SA model validation SA model
5 Consistency] Update SA model
. Edit X information
consistency links
Design and - Model partsandCL—
Validate consistency of toreview| yn00rt SA model

SA model w.rt. SE Vn_| CL update and .
tvaiidation )

neonsistensies

Figure 3: Consistency scenario with CLs (only an nth jteration)

3.1.3  Refining the consistency scenario

In this section, the steps presented in Figure 3 are detailed in Figure 4. A CL defines a local consistency, limited to its
linked model element. To fulfill the objective of consistency statement, we propose to carry out some checks to:

e Ensure that both the whole models are covered,
¢ Avoid that CLs add confusion to model reading, e.g., avoid overlap of CL
e Ensure that, as far as automatic checks are able to detect, there is no mismatch in CL definition.

These checks are required before the review, to ensure the formal correctness of CL that will be reviewed. Checks are
also used during review to compute indicators, notably indicators of review and validation progress. Before a review,
reviewers can limit it by defining a scope, i.e. only subparts of models will be reviewed.

As the consistency links aim to focus review on the changes, the system architect needs an indication of how far his
current MBSE model is from the latest published version. When the distance becomes too high, it is recommended to
publish a new version, failing that, the whole safety model shall be reviewed (a distance metric is still to be defined by
the method).

Figure 4 requires some legend elements and comments on starred elements that are given below:

e The MBSA model version "Vm.n" corresponds to:
o the mth MBSE model version and
o the nth MBSA model version of the system as described in the nth MBSE model.
e Color keys:
o in light blue, MBSA specialist is informed of changes in MBSE model in order to ease MBSA model
update (no modeling activities at this step),

o in blue, building of MBSA model and related consistency activities,
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o inyellow, review of MBSA model and related consistency activities,
o inbold, published versions of models.
e *14, 39, 83: in order to display CL satisfactorily, some parts of models are displayed by the consistency
management tool.
e *18,43, 87: Indicators are KPI computed by the tool and give an overview of the consistency coverage and the
review effort.
e *47,91: The validated status of all CLs is a necessary condition for the reviewers to approve the model as a
whole.
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Figure 4: Consistency scenario (initial and following iterations)
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The method covers the consistency of the whole model by decomposing it in small pieces and capitalizes the review in
consistency links throughout development iterations. To be operational, the method has to be specialized for the
different types of model elements that are shared by MBSE architect and MBSA specialist. The previous scenarios
describe the steps of the method. In the following sections, we focus on the objects whose consistency shall be ensured.

Note of project organization: we have chosen to begin with the functional architecture.

After a detailed presentation of the way to define CL and the associated checks in Section 3.2, we present the method
following the main steps shown in Figure 4:

e Section 3.3 details the usage of CL for the propagation of SE model changes (the light blue step, numbered
59)

e Section 3.4 details the update of CL with respect SA model changes (the blue step, numbered 68)

e Section 3.5 details the SA model review (the yellow step, numbered 80)

3.2 Define consistency links for functional architecture

We work on a MBSA functional model, modeling only the functional architecture, without allocation to logical and
physical architecture. This type of modeling is not a common practice, focused on logical/physical architecture, as
physical failures are the source of the quantification of failure conditions, a major safety result. Nevertheless, a
“functional MBSA model” enables to perform a “functional PSSA” analysis on the detailed functional architecture
including functional flows and thus to provide early safety recommendations, for instance, about function segregation
or functional behavior.

Note: All the concepts developed for the consistency of functional architecture could be reused and adapted to ensure
the consistency of physical architecture (See Section 5.3).

Firstly, functional elements relevant to be shared and managed in consistency between MBSE and MBSA are presented
in Section 3.2.1. Then the consistency link is specialized for these elements. For each type of consistency link, we present
associated coverage and correctness rules, examples and guidelines. Finally the consistency review is explained by
Section 3.5.

3.2.1  Functional architecture abstracted as functions and flows

A functional architecture model is composed of several types of model elements. Figure 5 presents a small example
model, representative of usual modeling methods, in MBSE and MBSA modeling. In this example, there are:

e 6 functions (F)

e 3 function breakdown relations

e 11 ports (Fx.Py)

e 11 relations of belongings of ports to functions
e 7segments (L)

F1 Sensing

F1.1 Measure [F1.1.P1 F1.P1 F2.P1

pressure

L1 L4

F1.2 Measure [F1.2.P1 F1.P2 F2.P2l £y Compute F2.P4 F3.P1 F3 Compute

distance bT'D 5 'DD altitude L7 thrust
F1.3 Measure (F1.3.P1 F1.P2 F2.p3

ttitud -

attitude 3 T;L_’R’S

Figure 5: Model example

To ease consistency, we choose to abstract the model of interest, replacing ports and links by flows. The model of
Figure 5 is abstracted in Figure 6. In this abstraction, there are less model elements:

e 6 functions (F)
e 3 function breakdown relations
o 4 flows (Flow)
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F1 Sensing

F1.1 Measure || Flow1
pressure >

F1.2‘Measure Flow? F2 Compute Flow4 .| F3 Compute
distance altitude T thrust

F1.3 Measure
attitude

Flow3

A4

Figure 6: Translated example model

Appendix B gives an example of abstraction on a small model for several MBSE and MBSA modeling methods and
tools.

We will see in the following that the user has flexibility to choose the most relevant functional level in consistency
management.

3.2.2  Consistency link for functions
A Consistency Link for Functions (CLF) links a set of functions from MBSE model to a set of functions in MBSA model.

(@) Coverage rule
We define a coverage rule to be able to check whether there is enough or too much CLF. This rule enables to:

e check completeness of the CLF coverage,
o define a stopping criteria to the CLF definition activity ,
e avoid overlap between CLFs.

Each leaf function (i.e. lowest function in functional breakdown structure) of MBSE model shall 1) be linked by one
CLF, or 2) have one hierarchical function (at any level of breakdown) that is linked by one CLF.

Idem for leaf functions of MBSA model, they shall comply with 1) or 2).

To manage the granularity difference between MBSE and MBSA models, the consistency method shall be flexible on the
functional breakdown level taken into account. For instance, a safety model represents with more details than the
system model the safety relevant elements of the system. On the contrary, the system model will deeply detail a
performance-related payload even if it has no safety impact.

Figure 7 shows an example of correct application of the rule. It aims to illustrate the possibilities of flexibility offered by
the coverage rule (and is not representative of a recommended use, see guidelines):

e The high-level function “Sense” has no behavior independently from its sub functions. As its sub functions are
linked, the “Sense” function does not require its own consistency link. The review will be performed on sub
functions.

e Sub functions of “Measure altitude” are important to compute a precise altitude (performance) but not for
safety. As a consequence, they are not modeled in safety and they are directly linked to a CLF. They are covered
indirectly by

e It is possible that some elements have different names and yet to be consistent, for example, the functions
linked by

e “Control position” in MBSA model has been modeled by using predefined nodes. For this reason, it is split into
two nodes. This modeling trick does not affect the consistency management, as no additional CLF is required
for both predefined nodes.

e Some functions are not safety relevant, such as those linked by

¢ In both models, some modeling artefacts may added to the model. In particular, to computable safety models.
For example, the failure condition is a modeling artefact that is irrelevant in the MBSE model ( ).

e The function “Trigger end of mission” does not appear in the same level of breakdown: it is a high-level function
in MBSA model , while it is a sub function in MBSE model ( )

As illustrated in Figure 7 by “Sense” function and subfunctions of “Measure altitude”, the previous rule may be
interpreted as “covering only one breakdown level”. The choice of considering coverage only at one breakdown level
reduces the number of CLF to be defined, maintained and reviewed.
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Figure 7: Example of function consistency links shown in functional breakdown of MBSE and MBSA models

Figure 8 and Figure 9 show examples of models and associated CLF that do not comply with the coverage rule. As this
rule (and all others following) are symmetric between MBSE and MBSA model, the examples are valid considering MBSE
model at left-hand and MBSA model at right-hand or reversely (noted Sx and Sy models in the figures). Figure 8 highlights
that a function shall be linked by only one CLF. This avoids double review of the function with possibly different change
requests. Furthermore, it limits the number of CLFs. Figure 9 shows that inside a breakdown, only one level shall be
linked to a CLF. Similarly, it avoids double and contradictory reviews.

Sx model Sy model Sx model Sy model

F1 |—] CLF =
2 = = > oFt —F2 |

Figure 8: Non-overlap of CLF for each function: Counter-example (left-hand) and possible solution (right-hand) to a rule coverage
non-compliance

ol Seliadcl
CLF1
e - - N
I ————
-. noael F2 1odel -

Figure 9: Non-overlap of CLF: Counter-example (left-hand) and two possible solutions (right-hand) to a rule coverage non-
compliance

(b) Sibling rule

We add a rule on the possible gathering of functions linked to a CLF in order to ease display and readability of CLF.

If several functions of MBSE model are linked to a CLF, these functions shall share the same immediate parent, in
other words, they shall be siblings.

This document is the property of the S2C Project Participants : IRT Saint Exupéry, IRT SystemX, IRIT, CNRS, Airbus Defence & Space, Dassault Aviation, Thales AVS, Thales SA, Liebherr, LGM, APSYS,
Samares Engineering, DGA, ONERA, SupMeca and MBDA.

Licence Creative Commons Attribution-ShareAlike 4.0 International (CC BY-SA 4.0) 18 / 62



PROJECT CONFIDENTIAL

N el . < : ]
(5\\}\\ SAINT S t oo % IRT Saint Exupéry LIV-S085L02-023
T EXUPERY liS em IRT SystemX 1SX-52C-DOC-436

Version; V3
Idem for functions of MBSA model.
Figure 10 shows two cases of violation of sibling rule.

Sx model Sy model Sx model Sy model

F1 CLF1 —Tr1 | F1
= [FL1 | CLF1 }F—JF1

F2.1 F2

|F2.1

Figure 10: Counter-examples of sibling constraint: gathering functions with different levels of hierarchy (left-hand) and gathering
functions with different parent (right-hand)

(c) Guidelines

When building the MBSA model and consistency links for functions, we recommend to keep the same structure as far
as possible, i.e., to declare CLF from 1 MBSE function to 1 MBSA function as frequently as possible to foster CFL with
cardinality “1-1”. Extension of that case means that cardinality “x-y” is by definition, the amount of “x” SE artefacts
linked to “y” SA artefacts. Nevertheless, in some cases, because of modeling constraints or safety concerns, some
structural differences are useful or necessary. In case of structural difference between models, it is recommended to
justify it by a rationale. Thus, any CLF linking 0 or n>1 MBSE functions shall have a non-void rationale. And symmetrically,
any CLF linking 0 or n>1 MBSA functions shall have a non-void rationale.

From this point of view, Figure 7 is NOT representative of a good method application. Its only purpose is to illustrate the
possible flexibility in models structure.

As presented in Figure 9, several CLF sets can be applied to the same couple of MBSE and MBSA models. In particular,
the MBSA specialist has to choose the good level of breakdown:

e Ifthe chosen level is higher (top right in Figure 9), the number of CLF is reduced and each CLF has a wider scope
resulting in general in a difficult behavior review. The consistency management can be seen as coarse-grain,
with less confidence gain in models consistency.

e Ifthe chosen level is lower (bottom right of Figure 9), the number of CLF is increased but each CLF has a smaller
scope, a priori easing the behavior review. The consistency management can be seen as fine-grain with more
confidence gain in models consistency.

Generally speaking, the good level is close to the leaf level and has to be chosen to ease the behavior review.

In term of number of functions, it is recommended to link to one CLF as few functions as possible. On the safety side, a
CLF should be linked with as few safety model elements containing failure events as possible. Moreover, the behavior
contained by the set of safety model elements must be kept reasonably complex to make review possible and efficient.

In Section 3.2.3, the consistency links for flows will be presented. An important guideline is to take into account the
flows that exist in both models and the rules linked to consistency links for flows at CLF creation. In other words, the
CLF creation shall be done with a support of functional flow diagram and not only based on functional breakdown.

(d) Added value

The CLF enables to manage consistency without constraining the modeling. The breakdown level that is suitable for
consistency management is chosen without constraint. Coverage rule enables to ensure completeness of consistency
management. The added value of the CLF is to structure the behavior review, splitting it in suitable sets of functions and
ensuring its completeness.

3.2.3  Consistency link for functional flows
A Consistency Link for functional Flows (CLfl) links a set of flows from MBSE model to a set of flows in MBSA model.

€) Coverage rule
The coverage rule for CLfl has the same objectives as the one for CLF (see Section 3.2.2(a)).
Each flow whose source and destination functions are linked to different CLF shall be linked by a CLfl.
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Reformulation: each flow that is external to a CLF shall be linked by a CLfl.

CLF2

With mandatory
CLF1 | / rationale
CLF3 |

Figure 11: Example for coverage rule of consistency rules for flows

Applying this rule on the example of Figure 11, Flow1 and Flow3 shall be covered by CLfls, whereas Flow2 shall not be
linked by any CLfl, given it is internal to the CLF2.

(b) Intra-domain correctness rule

In the MBSE model, two flows that are linked by a same CLfl shall have source functions that are linked to a same
CLF. Symmetrically, they shall have destination functions that are linked to a same CLF.

Idem in the MBSA model.

Consequence: a CLfl has one source CLF from MBSE model, one source CLF from MBSA model, one destination CLF from
MBSE model and one destination CLF from MBSA model.
CLF3 |

- e

CLF2

CLF1

With mandatory
rationale

Figure 12: Example for intra-domain correctness rule

Applying this rule on the example of Figure 12, Flow1 and Flows2 can be linked by the same CLfl. Flow3 shall have its
own CLfl, idem for Flow4.

() Inter-domain correctness rule

The previous rule enables to define an additional rule applying between domains that avoids mismatch in source and
destinations of flows.

Given a CLfl, the source CLF from MBSE model shall be the same as the source CLF from MBSA model. Symmetrically
for destination CLF.

Consequence: a CLfl has one source CLF and one destination CLF.

Sx model

Figure 13: Counter-example for inter-domain correctness rule
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On the example of Figure 13, a CLfl linking the two Flow1 would violate this rule, as the destination of the flow is
linked to CLF2 in Sy model and CLF3 in Sx model. Indeed, the rule does not allow to have different destination, in
terms of CLF.

This rules does not apply to any CLfl that link one or several flows in Sx model to none flow in Sy (illustrated in Figure

14). In this case, no check is applied.

Sx model /
—————— CLF1 |- - CLfla - CLF2 -
Sy model With mandatory
rationale

Figure 14: Case of non-application of the intra-domain correctness rule

(d) Guidelines

When building the MBSA model and consistency links for functional flows, we recommend to keep the same structure
as far as possible, i.e., to declare CLfl from 1 MBSE flow to 1 MBSA flow as frequently as possible. Similarly to CLF, we
foster CLfl with cardinality “1-1". Nevertheless, in some cases, because of modeling constraints or safety concerns, some
structural differences are useful or necessary. In these cases, it is recommended to justify it by a rationale. Thus, any
CLfl linking O or n>1 MBSE flows shall have a non-void rationale. And symmetrically, any CLfl linking O or n>1 MBSA flows
shall have a non-void rationale.

The intention of defining consistency links for flows is to ensure completeness of flow consistency while limiting the
number of CLfl by omitting the internal flows. The different granularity of flow description can be managed by gathering
flows into one CLfl, as shown by CLfl1 in the example of Figure 15.

Sense
Measure air Air transparbncy | Take
transparency ~| photographs
Measure altitude
Measure
ressure
pressure ‘K‘
Compute Measured alitude Control
Measure ‘(V altitude | Hitud
- altitude
distance istance

N\ Xacceleration

Measur'e I\ Yacceleration | 3
acceleration || T 7acceleration I 2
J
CLfl1 CLfI3
SE model Accelerations on all axis Air transparency is used
________ have the same failure CLfl2 ~| byafunctionthatisnot [~
SA model .
dependencies safety relevant
Sense
Mmstcllre Altitude 4|  Control
altitude altitude
Meas”r_e Acceleration |
acceleration [

Figure 15: Example of consistency links for flows. Colors are used to indicate CLF.

Even if many modeling languages and tools offer to define a breakdown hierarchy between functional exchanges, it is
defined on the segments (cf Section 3.2.1) rather on the flows. The breakdown of flows is applicable in only few cases,
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when source and destination are common to different flows, whereas the breakdown of links is always applicable
between high-level functions. Moreover in a context of review, structured by consistency links, only the scope defined
by the consistency link is examined at each step of review. That’s why we omit to consider the flow breakdown in the
consistency link definition. The user can still use it in modeling (if it used a tool that supports it) but the flow breakdown
is not reviewed nor managed in consistency.

Through the intra- and inter-domain correctness rules, the definition of CLfl is dependent from the definition of CLF. In
practice, both kinds of CL shall be built at the same time on the same sub part of the model: building all CLF before
defining CLfl is NOT a recommended practice. When applying the method, the user will note that the set of functions
linked to a CLF may change according to the flows.

(e) Added value

The CLfl enables to manage consistency of flows. It adds some minimal constraints on flow modeling so as to gain
confidence. A mistake in the source or destination of a flow can have significant impacts in safety analysis and are
difficult to detect in common safety modeling tools when several breakdown levels are crossed.

The CL of flows rules create dependencies to the CL of functions: this has to be considered between building both kinds
of CL.

Coverage rule guarantees completeness of consistency management.

3.3 Use CL to propagate SE model changes

This part addresses how CL could help the safety specialist to update his model with respect to SE model changes. Even
if CL are by construction good means to guide this kind of update, this part of the method is not addressed in detail.
However, as system evolutions and iterations are steps of a system design, each SE model change must be evaluated
and the SA model must be updated accordingly when necessary.

There are several ways to identify SE model changes and propagate these changes to the SA model and CLset:

e The safety specialist compares the different SE model versions to identify changes, and “manually” identify the
impacts on the SA model and CLset.

¢ When a “Change Process” is used to manage design models’ evolutions (which is the common and mandatory
practice especially in late design phases), the safety specialist uses the “Change Reports” (CR) to understand
the system changes and update accordingly the SA model and CLset.

e The safety specialist uses the previously reviewed CLset to identify impacted areas of the safety model where
the consistency is not ensured anymore.

CL are by construction good means to guide this kind of update. However, this part of the method has not been
addressed in detail and deserves further studies (see 8§5).

3.4 Update CL with respect to SA model changes

Figure 16 focuses on the way the consistency links are edited and impacted when the SA model changes, involving the
safety specialist and the consistency management tool.

When a new version of SA model is published, the first task of the safety specialist is to make the CLset covering and
correct. For example, if a new flow has been added in the model, the safety specialist has to link it to an existing CLfl or
to create a new dedicated CLfl. On the contrary, if the source and destination functions of the flow are linked to the
same CLF, there is no “CLset maintenance task” to do.

To be efficient, this model publication and “CLset maintenance” loop should be done regularly during the SA modeling
task without waiting for a complete and stable SA model version. Thus, CL are easier to define and rationale easier to
write as they capture the modeling intent of the instant.

This document is the property of the S2C Project Participants : IRT Saint Exupéry, IRT SystemX, IRIT, CNRS, Airbus Defence & Space, Dassault Aviation, Thales AVS, Thales SA, Liebherr, LGM, APSYS,
Samares Engineering, DGA, ONERA, SupMeca and MBDA.

Licence Creative Commons Attribution-ShareAlike 4.0 International (CC BY-SA 4.0) 22 / 62



PROJECT CONFIDENTIAL

N el . < : ]
WS\“ SAINT S t +"e X IRT Saint Exupéry LIV-S085L02-023
T EXUPERY l.lS em IRT SystemX ISX-52C-DOC-436

Version; V3

Consistency management tool

Storage of Connector to
Clset SA model

1
1
| SA Specialist | l| Interface | | Core
1
[}

Loop67 SA modeling iteration
Publicagion of SA Model Vn
<

Creation odels Vn
new Clset

ClsetVn.1

Checking rules

SEM 5‘1 Edition of CLset | ClSetVn.1
T CLSetVn.2

1 Rules ok : outputting the loop

SA Models Vn, Vn-1

Diff of SAModels m

Diff of CLSet

Proposition to changes
statuses to suspect

Review and change of
statuses

CLSetVn.3

i

Figure 16: Detail of CL edition when SA model changes

When the SA model is stable and all defined rules pass without errors, the safety specialist prepares the review. Based
on the changes in SA model, SE model and CLset, the tool proposes to change the status of some CL to suspect (see
Section 3.4.1). Based on these propositions, the safety specialist defines the actual set of CL to review (see Section
3.4.2).

3.4.1  Status changes proposed by the consistency management tool
Proposition of suspect statuses is a trade-off between:

e Make any change in the model suspect, with the result of many CL to review and then long and costly reviews
o Make too few changes suspect, with the result of significant changes in the models that stay unreviewed and
then potentially erroneous.

In accordance with the safety approach, we apply a conservative approach, privileging the suspect status in case of
doubts of review relevancy. Nevertheless, to reduce the number of suspect CL, we focus on model elements that
contribute to behaviors, i.e., leaf functions and flows. Hierarchical functions and naming are considered less important.
The approach chosen considers in the same way changes from SE model and changes from SA model.

The model changes resulting in a proposition of suspect status are the following:

e Add a leaf function

e Adda flow

e Delete aleaf function, delete a function previously linked to a CLF (except for functions that are linked to a CLF
with cardinality 1-0)

e Delete a flow (except for flows linked to CLfl with cardinality 1-0)

e Rename a function linked to a CLF

¢ Rename a flow linked to a CLfl

The deletion of a SA model element that has no equivalent in the SE model (or respectively a SE model element with no
equivalent in SA model) will not result in a proposition of suspect status, as there is no more model element to review.
For example, in Figure 7, the deletion of “Failure conditions” would not result in a proposition of suspect status.

Let note that, the hierarchical functions that are above the level of definition of the CL are not taken into account, in
the objective to reduce the number of CL to review and with the justification that they contribute neither to review
structuration, nor to model behaviors. For example, in Figure 7, the creation of a function “Managing position” as parent
function of “Control position” and “Acquire shooting positions” would not result in any proposition of suspect status
and then, in any review.

In the same way, any renaming above or under the level of definition of the CL are not taken into account. For example,

in Figure 7, a renaming of the function “Measure pressure” would not result in any proposition of suspect status.
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In addition to changes in models, changes in the definition of CLset itself result in proposition of suspect statuses, as
some review scopes are modified and may impact the review result. More precisely, the CL changes resulting in a
proposition of suspect status are the following:

e Link to a model element (add a function to CLF or add a flow to a CLfl)
e Unlink from a model element
e Change rationale

3.4.2  Status confirmed by the safety modeler
The safety specialist reviews these propositions. He can both:

e Change status of some proposed valid CL to suspect, in case of unmodified modeling elements he wants
nevertheless to be reviewed by the architect
e Change status of some proposed suspect CL to valid (auto-validation)

The level of status filtering and CL auto-validation by the safety specialist depends on the organization practices between
the system architect and the safety specialist. They can review together all the suspect CLs, which would result in a
complete but extensive review and thus necessitate an important availability of the system architect. Alternatively, they
can agree beforehand on the level of auto-validation performed by the safety specialist prior to the review and the
subset of CLs to be reviewed, e.g. those corresponding to the perimeter of the system evolution defined by a set of
Change Reports.

3.5 Review SA model with the support of CL

As presented in Section 3.2, we propose a method to improve the consistency on functional architecture. Firstly, we
define the minimal model elements composing functional architecture: functions and flows. To reconcile confidence in
models consistency while keeping modeling flexibility for system architect and safety specialist, the previous sections
define 5 constraining rules to be applied on the CL building. These rules have to be known by the responsible of the CL
edition (which is the safety specialist in our case) and are accompanied by examples, counter-examples and user
guidelines.

Once the safety specialist has defined an MBSA model and consistency link, the consistency review involving reviewers
from both safety and system domains can take place (in Figure 4, step 80 and its copies: steps 11 and 36).

During this review, the objective is to validate that the safety model is representative of the system design, described
by the system model (as a reminder, system model is considered as the reference and assumed consistent with respect
to any element of system description external to the model, e.g., textual requirements).Performing efficiently this
review requires the following pre-requisites:

e Having an MBSA model and consistency links up to date and correct regarding the rules defined in section 3.2.
Performing a review with remaining inconsistencies in the CLset may be possible (e.g. if the review focuses on
a part of the model not involved in those inconsistencies), but not recommended as there is a risk of
invalidation due to further CLset update.
e Defining a review scope, i.e. a set of consistency links to be reviewed (items 81 and 82 in Figure 4). These
consistency links status should be “suspect”.
e Making available to reviewers all information to validate a consistency link (items 83 and 84 in Figure 4) :
o The CL attributes : previous status and rationale
o The context of the consistency link: to validate a flow, both source and destination function are
necessary information; to validate a function, received flows (and their source functions) and sent
flows (and their destination functions) are required.

The validation of a CLF shall address:

e Function structure: both reviewers agree with similar or difference of structure between the two models,
typically gathering, splitting, ignoring or adding nodes in MBSA model with respect to the MBSE model. For
example, id and names of functions are considered.

¢ Interface: considering the set of functions linked by the CLF, both reviewers agree with the interface of the set.
For example, name and direction of flows are considered.
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e Behavior: considering the sets of MBSE functions and MBSA functions linked, both reviewers agree that the
behavior is consistent. This method takes into account notably sub functions, flows between functions (internal
flows). Behavior may be made of formal description (e.g. state machines), informal (e.g. text) or unmodeled.

The validation of a CLfl shall address:

e Flow structure: both reviewers agree with similar or difference of structure between the two models, typically
gathering, splitting, ignoring or adding flows in MBSA model with respect to the MBSE models.

e Behavior: considering the sets of MBSE flows and MBSA flows linked, both reviewers agree that the behavior
is consistent. In particular, the possible values of a flow in the MBSA model shall be consistent with the flow
definition in the MBSE model.

It is important to capitalize the review discussions, both in terms of consistency rationale and actions to perform to
solve inconsistencies (items 85 and 86 in Figure 4). After the review, the consistency links statuses are either “Validated”
or “In revision” (in case there is some pending action to perform).

In the particular case of the existence of a “Change Process” to drive the system and models evolutions, the review
scope can be defined in relation with the CRs that correspond to the evolutions perimeter. For each CR, the involved
suspect CL are reviewed. This is useful for the system engineer in charge of this system evolution, so he can validate
that the impacts on the safety model has been correctly taken into account.

At the end of the review, the suspect CL that are not part of any CR are reviewed. In general, they correspond to minor
changes of SE that were not addressed by any CR.

Sometimes, the review takes place in the particular context of formal project or certification reviews, which are usually
directed by a specific process. In this case, the consistency links review can be integrated in this process. It would require
especially the formalization of a review report, with for example the following information:

e Review date and reviewers

e References to MBSE and MBSA models versions, associated consistency links set and their authors.

o References of used tools (modelling tool, review tool, connectors,...) and their versions.

e Scope of the review (in terms of CR or consistency link list)

e Status after the review: number of consistency links sets to “Validated” or “In revision”, with associated actions
or recommendation in the second case.

We consider that the validation of all the consistency links ensure the validation of local consistency of both models:

e The CLset covers exhaustively both models

e  With the correctness rules and review, the structure consistency is ensured

e  While reviewing the structure, behavior may be discussed and validated (for the time being, the method does
not address formally the behavior review, in particular, the changes of the behavior)

e FEach CLis validated at least once in a review involving both system and safety engineers. Significant structure
changes (as defined in 3.4) are mandatorily followed by a review (through the suspect status of involved CLs).
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4 Validation activities

The method is applied on a study case of size representative of a small aeronautics system, the AIDA system, with the
support of dedicated tool. Both the study case and the tool define the proof-of-concept of the method.

The current state of the proof-of-concept validates:

e the need of modeling flexibility and the ability of the method to support it,

e the usability of the defined rules of consistency links for functions and flows, and their efficiency notably in
addressing large number of model elements,

o the efficiency of the defined rules of consistency links to detect mismatch in flow consistency,

o the feasibility of model changes detection and report by consistency links,

o the feasibility of a review focused on model changes and structured by consistency links,

e the feasibility of tooling support for consistency link definition and review,

e the relevance of CLs to capitalize discussions and justifications.

4.1 Proof-of-concept

4.1.1  AIDA study case

As this section is common with the Section 2.5 of LIV-S085L02-007-V6, ISX-S2C-LIV-1037-V6, text is communalized into
this last one.

For the needs of document the study case evolved and Figure 17 gives an overview of the different model versions of
AIDA.

The validation of definition of consistency links (Section 4.1.2(b)) is illustrated on the version 4.3. Iterations between 4.3
and different subversions of 4.4 are used to illustrate the update of SA model (Section 4.3), the update of consistency
links (Section 4.4) and their review (Section 4.5).
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Figure 17: Summary of model versions used for validation activities
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4.1.2  Consistency management tools

Although the method can be applied manually (as it was done with its ancestor on MOISE project cf. LIV-S-014-S2.21-
61-457-V1), project’s team considered that tooling is mandatory to improve performance but without jeopardizing the
generic aspect of the method. This desire leads to identify the phases and the associated functions (allocation and
definition are in section (a)) that are required to support the method.

Regarding Figure 4, the phases to implement are:

e The definition of the context, which includes: a version of SE model, a version of SA model (as published like
items